Parenting

o/s

..............................

Resources for Parents
Artificial Intelligence & Sextortion

What is Explicit Content Creation?

When content manipulation technology or artificial intelligence (AI)
is used to exploit photos and videos - typically captured from social
media, the internet, or requested from the individual - into sexually
themed images and videos that appear real and are posted on the
internet, social media, or to pornographic websites.

* Malicious Actors Manipulating Photos and Videos to Create
Explicit Content and Sextortion Schemes

What is Sextortion?
A crime that involves coercing individuals into providing sexually
explicit photos or videos of themselves, then threatening to share them
publicly to illicit content, money, or compliance from the individual.
To find out more about sextortion, visit these websites
* Sextortion
* Sextortion: What Kids and Caregivers Need to Know — FBI
* Sextortion: A Growing Threat Preying Upon Our Nation’s
Teens — FBI
* What is Sextortion? — FBI
* Virtual Training - What is Sextortion & Why You Need to
Know About It

What to do if you or your child is a victim of explicit
content creation or sextortion.
REPORT:
If you believe you are the victim of a crime using these types of tactics,
retain all information regarding the incident (e.g., usernames, email
addresses, websites or names of platforms used for communication,
photos, videos, etc.) and immediately report it to:

* FBI’s Internet Crime Complaint Center at www.ic3.gov or

1-800-CALL-FBI (225-5324)

* National Center for Missing and Exploited Children 1-800-THE
LOST or CyberTip Report
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* Is Your Explicit Content Out There?

StopNCll.org
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¢ Stop Non-Consensual Intimate Image Abuse
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at: police.msu.edu
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https://www.ic3.gov/Media/Y2023/PSA230605
https://www.ic3.gov/Media/Y2023/PSA230605
https://www.missingkids.org/theissues/sextortion
https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-scams-and-crimes/sextortion
https://www.fbi.gov/contact-us/field-offices/sacramento/news/sextortion-a-growing-threat-preying-upon-our-nations-teens
https://www.fbi.gov/contact-us/field-offices/sacramento/news/sextortion-a-growing-threat-preying-upon-our-nations-teens
https://www.fbi.gov/video-repository/what-is-sextortion/view
https://connect.missingkids.org/learn/course/external/view/elearning/174/sextortion-what-it-is-and-why-you-need-to-know-about-it
https://connect.missingkids.org/learn/course/external/view/elearning/174/sextortion-what-it-is-and-why-you-need-to-know-about-it
https://www.ic3.gov/
https://report.cybertip.org/
https://takeitdown.ncmec.org
https://www.stopsextortion.com/get-help/
https://www.missingkids.org/gethelpnow/isyourexplicitcontentoutthere
https://stopncii.org/
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